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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 1,3-5, 8-12, and 14-16 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Massey et al (US-4567600). 

As per claims 1,3,9, and 1 5, Massey et al disclose a method and apparatus for public 
key exchange in a cryptographic system. Massey et al disclose a method of exchange 
file M from the user J and user K (Col 5 lines 1-5). The message M will be raised to the 
power of two random numbers, Ej and Dj of User J and Ek and Dk of User K. When 
user J send the message to user K, the message get raised to the power of first random 
integer Ej, Y1 = M Ej (Col 5 line 1 5). User K raises the message to the power of Ek, 
Y2=Y1 Ek (Col 5 line 29), then pass the message back to user J. User J raises message 
to the power of the second random number Dj, i.e. Y3=Y2 Di (Col 5 line 60). The 
message will be passed back to User K to raise the power of Dk to the message, i.e. 
Y4=Y3 Dk (Col 6 line 33). The math calculation in Col 5 and 6 finalize the result to the 
message M, which means that Y4=Y3 Dk =M, the original message. Encrypting and 
Decrypting are math calculation done on the data file. Since either party does not know 
Ej and Dj or Ek and Dk, E and D are considered as private key. In Massey et al 
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invention, it is clear that the E representing encryption and D representing Decryption. 
Therefore, it is obvious at the time the invention was made for one of ordinary skill in the 
art to recognize that Massey et al teach the applicant invention completely. 

As per claims 4, 10, and 16, Massey et al disclose the method of claims 3, 9 and 15, 
further including the step of storing the unsecured data on the second computer. It is 
obvious at the time the invention was made for one of ordinary skill in the art to see that 
a memory must exist in the system. 

As per claims 5, 6, and 1 1 , Massey et al disclose the method of claims 3 and 9, further 
including the step of verifying the validity of the unsecured data after decrypting the third 
encrypted data file at the second computer. It is obvious at the time the invention was 
made for one of ordinary skill in the art to see that the validity of the message is in the 
system, since the message get verified by the receiver every time before the user 
encrypt or decrypt the message (Col 5 lines 20-25). 

As per claims 8, 12, and 14, Massey et al disclose the method of claim 9, wherein the 
encrypting and decrypting is performed using associative properties of encryption and 
decryption. It is obvious at the time the invention was made for one of ordinary skill in 
the art to recognize that the system is using the associative properties of encryption and 
decryption. The evidence is clear that both side do multiply (Col 5 Equation 3) by an 
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integer E and divide (Col 5 lines 50-53) by an integer D=E to have the original result. 
This is nothing more than a math equation. 

Claims 2, 7, and 13 are rejected under 35 U.S.C 103(a) as being unpatentable over 
Massey et al (US-4567600), in view of Soutar et al (US-6219794). 

As per claim 2, 7, and 13, Massey et al discloses the system in claim 1, 3, 9, and 15 
completely. However Massey et al do not teach the use of biometric info as the private 
key. However, Soutar et al disclose "A method for secure key management using a 
Biometric" invention, which includes the method and system fully (Col 3 lines 38-46). It 
is obvious at the time of the invention for one of ordinary skill in the art to incorporate 
the biometric digitized key into a private key system to enhance the uniqueness of the 
key to maximize the security in the communication channel. 

Conclusion 

1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

2. Any inquiry concerning this communication from the examiner should be 
directed to Linh Son whose telephone number is (703)-305-8914. 

3. If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor Kim Y. Vu can be reached at (703)-305-4393. The fax 
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numbers for this group are (703)-872-9306 (official fax). Any inquiry of general 
nature or relating to the status of this application or proceeding should be 
directed to the group receptionist whose telephone number is (703)-305-9600. 

Linh LD Son 

Patent Examiner n A 




